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PERSONAL DATA PROTECTION NOTICE

The personal data that we process and/or will process may include your name, contact details, email

address, home address and mailing address and any other personal data derived from any documentation.

Subject to the relevant laws in Malaysia i.e., the Personal Data Protection Act 2010 (“the Act”), we may
use your personal data for the following purposes:

a) to enable us to discharge our contractual obligations;

b) for data processing or reporting purposes;

¢) to comply with any legal and/or regulatory requirements;

d) for billing and financial purposes, accounting and tax;

e) to respond to your enquiries or complaint;

f) to provide marketing materials about events, services and products;

@) for contact purposes; and

h) for any other purpose that is permitted by law and regulations.

Your personal data is collected from various sources, including information you may have provided us,
information from third parties and information in the public domain. We may transfer your personal

data to our related entities or external service providers outside Malaysia for the above purposes.

Subject to the requirement under the Act, if you would like to make any enquiries or complaints or
request access or correction of your personal data, please contact us in writing using any of the following

modes:

Mailing Address : No. 12A, Jalan TP5, Taman Perindustrian UEP, 46700 Subang Jaya, Selangor, Malaysia.

Email Address : hr@reszonics.com

We may disclose your personal data to the following parties for the purposes stated above:
a) our subsidiaries, related and associated companies;
b) the supervisory, governmental or relevant authority;
¢) auditors, solicitors, professional advisors, insurer and financial institutions; and
d) any person which we may engage for the purpose of performing or in connection with the

performance of services or operational functions which have been out-sourced.

You hereby consent to the processing of your personal data in accordance with all of the foregoing. We

will seek your consent before using your personal data for purposes other than those stated above.
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DATA RETENTION

General Rule: Personal data processed for any purpose(s) will not be kept longer than is necessatry for the

fi

u

1.

Ifilment of that purpose.

It is the Company’s duty to take all reasonable steps to ensure that all personal data is destroyed or

permanently deleted if it is no longer required for the purpose for which it was to be processed.

We will review the personal data which we hold on a regular basis and delete any data which are no
longer required in connection with the purpose for which they were originally obtained. When

carrying out this exercise we will consider any legal or other requirements to retain data.

We will also consider the type of relationship which the Company has with the data subject and
whether there is an expectation that we will retain data for any given period of time (eg. employees’
data will have to be retained for a period of at least seven (7) years after they had left the employment
of the Company and accounting records and business transactions should be retained for at least

seven (7) years).

Personal data used for marketing purposes may be retained for as long as required if the data
protection notice has obtained the necessary consent to process the personal data for marketing
purposes indefinitely. However, the Company will promptly remove permanently or restrict the
manner of processing the data for marketing purposes if there are complaints and requests for

restriction of the manner the Company processes the personal data.

Based on the above, it is the Company’s general policy to retain personal data for at least seven (7)
years after the purpose for which the personal data were originally obtained have been carried out or

for such further period as is necessary for the purposes of compliance with relevant laws.



ORSSE s

DATA SECURITY

1. The Company must when processing personal data, take practical steps to protect the personal data
from any loss, misuse, modification, unauthorised or accidental access or disclosure, alteration or

destruction.

2. 'The Security Principle requires the Company to develop and implement technical and organizational

measures to protect personal data which we process: -

a) technical measures may include software controls to restrict user access; up-to-date protection
against malicious software and viruses; backing up of data; network access control; audit trail
software; disaster recovery; secure destruction or deletion of data and secure disposal of
computer equipment and removable media; user authentication; guidance on teleworking and
mobile computing; encryption and all of which we have in place and manage through our

information systems;

b) organisational measures may include restricting access to buildings and computer rooms;
ensuring secure disposal of information; and training staff on the care and handling of personal

data and all of which we are responsible for complying with and applying to our daily routine.

3. 'This principle imposes upon the Company additional obligations if we use third parties to process
personal data on our behalf. Examples of these third parties may include vendors and disaster
recovery services. Some of these third parties may have access to or need to process personal data

on our behalf. If so, they will be acting as our data processors and the Act requires us to: -

a) ensure that the data processor provides sufficient guarantees in respect of the technical and

organizational security measures governing the processing to be carried out; and

b) take reasonable steps to ensure compliance with those measures.



ORSSE s

For this purpose, we are required to: -

a) putin place a contract in writing with each of our data processors under which they agree to act

only on instructions from us;

b) include the right to audit our data processors to ascertain compliance with the data protection

requitements of the processing contract; and/or

c) ensure that the data processor agrees to comply with obligations equivalent to those imposed on

us by the Security Principle by way of an executed Letter of Undertaking by the data processor.

If you are responsible for the selection, appointment or use of data processors, you must ensure that
you only select those processors that are able to provide us with sufficient guarantees in respect of
the technical and organisational measures that will apply to the processing of our personal data.
Furthermore, if you are responsible for the drafting or negotiation of contracts with data processors,
you must ensure those contracts contain all applicable data protection provisions. Please seek further

advice from the personnel responsible for data protection matters before signing the contract.

You must ensure that we have the right to check the data processor's compliance with the terms of
any processing contract. This may involve auditing the data processor from time to time to make
sure that it is processing in accordance with our instructions and the security measures we have

specified, as well as any other data protection related requirement of the Act.

If the data processor will be holding personal data on our behalf and we do not also hold a copy of
those data, we must make sure the processing contract includes a provision that requires the
processor to assist us promptly with any *subject access request we might receive in relation to any

of the personal data held by the data processor

*A 'subject access request' is a request received from a data subject asking for access to personal data

which we process about him or her

You must ensure that upon termination of the processing contract, the processor promptly returns

or destroys the personal data as directed by us
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If the data processor will be collecting personal data on our behalf, the processing contract must
include an obligation upon the processor to give our standard data protection notice (which the
processor is not allowed to modify) to all individuals about whom the processor collects personal

data.

It is important to remember that just because we delegate some our processing activities to a data
processor does not mean that we can delegate our legal responsibility to comply with the Act. As a
data controller, we remain legally liable for the processing of personal data that are under our control,

even if the processing activity itself was carried out by a data processor.

Hard copies of any data collection form and document which contains records of personal data
should be secured and locked in a designated area of the Company’s premises where a limited number
of staffs may have regulated access. These authorised staffs may be required to record their time of

arrival and departure as well as the items collected at the designated area.

Human Resource Department

August 2024
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DATA ACCESS / CORRECTION REQUEST

Data access/cortection request form for a request made by a data subject.

1.

Your name (in full)

Your mobile contact numbers

Your email address

Your postal address

Your [customer number/employee number/identification number]
Please provide a copy of your driving licence, passport or identity card

Description of personal data you are requesting and any information you have as to the location of
the data (e.g., describe any departments or parts of the organisation where you have worked, or with

whom you communicate or have dealings, as appropriate) [as well as the correction sought after]

Please check the information you have provided and sign the form. Kindly send the form to us by

any of the following modes:

Mailing Address : No. 12A, Jalan TP5, Taman Perindustrian UEP, 46700 Subang Jaya, Selangor.

Email Address : hr@reszonics.com

By providing my personal data, I confirm that I have read and understood the Company’s privacy
notice available on the Company’s website at www.reszonics.com and consent to processing of my

personal data for the purposes stated in the privacy notice.



